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Overview 


Introduction 

This chapter provides information on how to schedule server backups to prevent 

data loss, and how to restore the CallPilot server after a failure. 

■ Section A: “About performing server backups/' on page 143 . describes the 
types of predefined backups that are available. 

■ Section B: "Working with backup devices.” on page 149 . describes the 
backup devices that are provided and recommended, and how to define new 
backup devices. 

■ Section C: “Scheduling server backups.” on page 159 . describes how to 
schedule a predefined backup. It also provides information on how to 
modify or delete a scheduled entry, and how to monitor or cancel a running 
backup. 

■ Section D: “Setting up remote disk backups.” on page 175 . describes how 
backups can be performed to a remote disk. 

■ Section E: “Restoring your CallPilot system," on page 207 . describes how¬ 
to locate the procedures for restoring the CallPilot server from the base 
hardware. 


142 


CallPilot 


April 2000 


Performing server backups 


Section A: About performing server 

backups 


In this section 

About backing up server data 144 
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About backing up server data 


Introduction 

A server backup lets you save and restore a complete set of system and 
multimedia data files from your CallPilot server in the event of disk drive failure 
or corrupted or lost configuration and messaging data. Backups also protect 
against data loss due to theft or damage caused by natural disasters. 

A complete server backup consists of a single backup for each logical disk drive 
installed on your server. If you want to do a specific backup of user archives, 
prompt archives, or Application Builder archives, see Chapter 7. “Archiving and 
restoring data from archives."’ 

You can back up files to server tape or to another specified device. Backups are 
scheduled from the CallPilot Administration Client. They can also be performed 
immediately using the Tool Launcher on the server. 

Perform server backups frequently and at regular intervals to prevent data loss. 

Restoring from backups 


Your distributor is responsible for restoring server backups 
to return the server to the state it was in when the backup 
was created. 

Procedures for reinstalling the CallPilot system and restoring your data are 
located in Part 5 of the Installation and Configuration Guide for your platfonn. 

RAID systems 

Backups protect against data loss due to software problems (for example, file 
system corruption, registry corruption, and failed upgrades), undetected disk 
errors, double faults, and human error. In addition, backups are useful for 
migration to a different CallPilot platfonn. For these reasons, Nortel Networks 
recommends that periodic backups be done even on servers with RAID. Store 
the backup tapes separately from the CallPilot server. 


144 


CallPilot 




April 2000 


Performing server backups 


Required security level and password 
Security 

Log on to the CallPilot Administration Client with an administrator user ID. 

Password 

The CallPilot Backup and Restore service requires the same password as the 
password used for NGenSys. 

If you have changed the Windows NT user account password for NGenSys, see 
‘To change t he CallPilot Backup and Restore service passw ord to match 
NGenSys' - on page 426. 


Requirements 

To perform a complete server backup, schedule predefined backups to 
correspond to the number of drives on your server. Before you schedule a 
predefined backup, ensure that the destination device is listed in the Backup 
Devices table. 

Predefined server backups 

When you install CallPilot, two types of predefined server backups are installed 
on the server—the system backup and the secondary disk backup. These 
backups are not scheduled to run automatically. You must schedule them using 
the Backup Scheduler. 

To schedule a predefined backup, see Section C: “Sch edul ing server backups." 
on page 159 . 

A complete set of server backups consists of 

■ a system backup 

■ one secondary disk backup for each additional disk drive on your server 
(for example E, F) 

You can schedule the backups separately; however, you must have a backup of 
all disks to do a complete restore of the CallPilot server. 
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System backup 

The system backup saves all your data on drives C and D. Schedule a system 
backup to copy the following items to the specified backup device: 

■ the database 

■ Windows NT registry 

■ Multimedia File System (MMFS) volume I 

■ Nortel Networks dynamic data files 

Secondary disk backups 

The secondary disk backup saves all your data stored on the additional disks on 
the server. Each disk represents one volume. 

Note: On a RAID system, you back up a partition on a mirrored disk pair where 
two disks represent one volume. For example, if you have four disks, they equal 
two volumes; therefore, you do two secondary disk backups for the two 
volumes. 

Schedule secondary disk backups to copy the following items to the specified 
backup device: 

■ recorded user messages 

■ greetings 

■ customized prompts 

■ Application Builder prompts and applications 

Excluded data 

Server backups do not save the following software. If a catastrophic failure 
occurs, you must reinstall this software as part of the complete CallPilot system 
restore procedure: 

■ Windows NT 4.0 

■ CallPilot server software 

■ CallPilot client software 

■ Any PEPs applicable to your system 
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The Installation and Configuration Guide for your server describes the complete 
restore procedures. Your distributor is responsible for data restore procedures 
from backup for your system. 

Backup speed 

The speed with which backups are performed depends on the current load on the 
system and whether the backup device is local. 

The following table illustrates the total elapsed time required to perform a 
backup for various system types and sizes. The Total Backup Elapsed Time (in 
minutes) includes the time to back up system and user data. For example, the 
time to back up a 200i system with a 4 Gbyte tape drive, no load, 30 hours of 
user data, and the system data is 29 minutes. 


Total Backup Elapsed Time (in minutes) 


Platform 

30 

hour 

100 

hour 

200 

hour 

600 

hour 

1000 

hour 

200i 

4 Gbyte tape drive, no load 

29 

60 

103 




4 Gbyte tape drive, with 

100% channels busy 

40 

71 

114 



702t 

16 Gbyte tape drive, no 
load 

11 

18 

28 

69 

110 


16 Gbyte tape drive, 75% 
channels busy 

16 

23 

33 

74 

115 

lOOlrp 

16 Gbyte tape drive, no 
load 

11 

18 

28 

69 

1 10 


16 Gbyte tape drive, 75% 
channels busy 

16 

23 

33 

74 

115 


Restore times are comparable to no-load backup times. 
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Formulating a backup strategy 

A well-planned backup strategy minimizes the risk of losing data. When you 

formulate your strategy, consider the following points: 

■ Which data is critical to the organization and should be backed up? 

■ How often does data change? 

Periodically, you can back up data that changes infrequently. Back up data 
that changes constantly more often, especially if it is critical to the 
organization. 

■ Who w ill maintain the backups and do they fully understand their roles? Be 
sure they know how to label backup media for easy retrieval. 

■ Determine on-site and off-site locations for backup media. Ensure that only 
authorized personnel have full access to the sites. Store your backup media 
in an environment that meets the media manufacturer’s storage 
requirements. 
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Section B: Working with backup devices 


In this section 

About backup devices 15Q 

Adding backup devices to the Backup Devices window 154 

Modifying or deleting backup devices 156 
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About backup devices 


Introduction 

When you schedule a predefined backup, you must specify a destination backup 
device that is listed in the Backup Devices window. 

Some devices are predefined and automatically listed in the Backup Devices 
w indow when the Call Pilot server software is installed. If the device for the 
backup that you want to schedule is not listed, add it to the Backup Devices 
window. 


Getting there CallPilot System > System Administration > Server Backup > Backup 
Devices 


The Backup Devices window 

The Backup Devices window lists all destination devices for which you can 
schedule a backup. 


IS Backup Devices - 47.152.171 131 - C:\CallPilot Administiation Client 


File yew Help 


wrap I 


^1 1 I X|g| i£l 


Serve Name I Servet Address Protocol 
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To add a backup device to the Backup Devices window, see “Adding backu p 
devices to the Backup Devices window 1 ’ on page 154 . 


Predefined devices 

The following devices are predefined by the server software. These devices 
automatically appear in the Backup Devices window if the server is configured 
to list them. 

Note: The PrimaryServerDisk device is no longer available as a backup device. 
The PrimaryServerDisk represents local disk space that must not be used for 
server backups because the backed-up data is lost if the disk fails. 

PrimaryServerTape 

The PrimaryServerTape represents a tape drive located on the server. The 
PrimaryServerTape is the most common device for backups. 

The PrimaryServerTape is always listed in the Backup Devices window. Before 
scheduling a backup to the PrimaryServerTape, make sure that a tape drive is 
installed on your CallPilot server. 


Do not change the directory path to the backup device. 
Changing the path will cause the backup to fail. 

Remote disk backups 

You can configure the CallPilot server to allow backups to be performed to a 
remote file server, such as a Windows 95/98 workstation or Windows NT server, 
rather than a tape drive. 

For more information on setting up remote disk backups, see “About remote disk 
backups” on page 176. 


Tape devices 

All backup tapes must be specially formatted for server data. When you 
schedule a backup, you can select Autoformat to format the tape, if necessary, 
immediately before the scheduled backup runs. This process destroys existing 
data on the tape. 
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Overwriting existing data 

When you schedule a backup, select Overwrite to replace the contents of the 
tape with the new backup. If you do not select Overwrite, the new backup is 
appended to existing server backup data on the tape. 

Note: If you schedule your system backup and your secondary disk backups to 
run one after the other and intend to use the same tape, select Overwrite only on 
the first backup. If you select Overwrite on the subsequent backups, you 
overwrite the data from the earlier one. 

Recommended devices 

You can perfomi backups on remote hard disks, or with the following tape 
drives: 

■ Tandberg SLR32 QIC 

■ Tandberg SLR5 

■ Tandberg SLR50 

■ MLR1 

Verify that backups are successful 

Nortel Networks recommends that you periodically verify that your scheduled 
backups are completed successfully, with no items skipped. Skipped items on 
server backups indicate a problem—such backups might not provide sufficient 
data to restore your system completely in the event of a catastrophic failure. 

You can determine the completion status of your most recent backups using the 
Event Browser on the Administrative Client (see “Using the Event Browser" on 
page 271). You can filter on event codes 41800 through 41899 to view all recent 
initiations and completions of backups and restores, as well as other significant 
backup/restore events. 

To see a more extensive history of backup completion status, open the Backup 
Scheduler on the Administrative Client. This dialog box automatically pops up a 
scrollable dialog box showing the completion status of all backups performed in 
the last 90 days. See "Opening the Backup Scheduler” on page 163 for details. 


152 


CallPilot 



April 2000 


Performing server backups 


A detailed diagnostic log for each backup completed in the last 90 days is 
available in the server directory D:\Nortel\Data\Backup\BackupLogs. The 
logfiles are named for the backup that was done (for example, SystemBackup , 
followed by the date and time the backup was started, with the tile extension 
log). 

Note: Some messages in this diagnostic log, which appear to be error messages, 
are in fact normal events that are handled by the Backup/Restore service, and do 
not necessarily indicate a problem. Your primary indication of backup problems 
is that the overall completion status is other than successful with no items 
skipped. 

Storage and maintenance 

Rotate backup tapes regularly and store at least one set of server backups off¬ 
site. Do not keep a tape in the tape drive for an extended period of time for the 
following reasons: 

■ If the same tape is used for several consecutive backups and the tape 
becomes damaged, no other backup is available to restore lost data. 

■ Consistent reuse of the same tape accelerates wear on the tape. You might 
need to replace tapes earlier than their normal life span. 

To prolong the life of your tape heads and ensure the quality of backups, 
purchase and use head-cleaning kits. Clean tape drives based on the frequency of 
use. Recommended guidelines for cleaning arc provided with most cleaning kits. 
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Adding backup devices to the Backup Devices 
window 

Introduction 

You can only schedule a backup on those devices listed in the Backup Devices 
window. If the device is not listed, add it to the window before you schedule a 
backup. 

Predefined devices 

When the CallPilot server is installed, predefined devices are listed. For more 
information on these devices, see “About backup devices” on page 150 . 

Getting there CallPilot System > System Administration > Server Backup > Backup 
Devices 

To add a backup device 

1 In the Backup Devices window, click File > New. 

Result: The New Backup Device Properties window appears. 
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2 Specify a name for the device. 

Note: The limit is 240 characters. 

3 Based on whether the device is local or remote disk space, enter the path 
of a disk directory as follows: 

■ For local disk directories, enter the absolute pathname (for example, 
E:\TEMP). 

ATTENTION- - - 

If you define a local disk device, do not use it for server 

backups. A local disk device does not provide adequate 
protection against disasters. Also, the local disk device can 
quickly become full and might cause unrecoverable data 
corruption. 

■ For remote disk directories, enter the universal naming convention path 
(for example, \\SERVER1\BACKUPDATA). 

4 Specify the type of backup device. 

5 Click Save. 
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Modifying or deleting backup devices 

Introduction 

This section describes how to 

■ modify a backup device 

■ view details about a backup device 

■ delete a backup device from the Backup Devices window 

Getting there CallPilot System > System Administration > Server Backup > Backup 
Devices 

To modify a backup device 

1 In the Backup Devices window, click File > Properties. 

Result: The Backup Device Properties window appears. 



2 Modify any of the following fields: 

■ Name 

■ Path 

■ Type 
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3 Select Save to save changes to the Backup Device properties. 

To view details for a backup device 

1 In the Backup Devices window, click File > Properties. 

Result: The Backup Device Properties window appears. 

2 Click the Details tab. 

Result: The Details page appears. 


PiimarySeiveiT ape - Backup Device Properties 


General Details | 

Click the Fill Data button to retneve information. 
This operalien may take some lime to complete. 

f ~ FillDato 

Capacity (KB* | 

Media Type: ( 

Media ID: 


Save 

Cancel 

Help 



To delete 

1 

2 


a backup device 

In the Backup Devices window, select the backup device that you want to 
delete. 

Click X in the Backup Devices window toolbar. 
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Section C: Scheduling server backups 


In this section 

About scheduling server backups 160 

Opening the Backup Scheduler 163 

Scheduling server backups 165 

Modifying and deleting scheduled backups 170 

Monitoring or canceling backups 171 
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About scheduling server backups 

Introduction 

After the CallPilot server is installed and operational, schedule the appropriate 
server backups to run using the Backup Scheduler. 

Log on to the CallPilot Administration Client as an administrator. 

The Backup Scheduler 

When you schedule a backup, it appears in the Backup Scheduler. 



When backups should run 

Schedule backups to run at the following times: 

■ before and after major system operations take place, such as an upgrade or 
the application of PEPs 

■ after you make any major modifications, such as the addition of a large 
number of users or customized prompts 
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■ at regular intervals during normal operation, according to the criticality of 
your message data 

Even though running a backup at peak hours has only a minimal impact on 
response time, try to run backups at off-peak hours whenever possible. 

Note: If you do administrative tasks while a backup is in progress, that work 
might be lost if the backup is used to do a restore. 

What scheduling involves 

To schedule a backup, open the Backup Scheduler to gain access to the Event 
Properties window. In this window, name the backup and select the destination 
device and the type of backup. You must also do the following steps: 

Specify the dates and times of the backup 

Schedule a backup to run once on a specific day and time, or at regular intervals 
(daily, weekly, monthly, yearly). 

Specify a maximum wait interval (optional) 

The maximum wait interval is the period of time during which a scheduled 
backup attempts to run if it cannot start on time. Specify the maximum wait 
interval to reduce the risk of missing a backup due to conflicts between the 
backup and other events, such as the MMFS audit. 

Notes: 

■ Set the maximum wait interval so that if the backup must wait the 
maximum time, it still completes within the off-peak period. 

■ If a backup cannot start at the specified time, an Information Event is 
generated. If the backup cannot start within the specified maximum wait 
interval, a minor alarm is generated. See Part 2, “Monitoring the CallPilot 
system,” for information on how to interpret alarms. 

ATTENTION you must check to ensure that the backup was completed with 
no errors before you can assume that the backup is usable. 
Check the Alarm Monitor for errors. 


Monitoring and Security for the Administrator 


161 



Performing server backups 


Standard 1.0 


ATTENTION 


You can schedule backups to run online while calls are being 
serviced. (Restores are performed offline.) However, because 
backups compete with services for system resources, schedule 
backups to run during off-peak hours. To determine the peak 
call processing periods, see Chapter 2. “Configuring 
operational measurements.'" for more information. 

Do not schedule backups during the MMFS audit hour (3:00 
a.m. to 4:00 a.m., server time); they will not start while the 
MMFS audit is in progress. 


162 


CallPilot 



April 2000 


Performing server backups 


Opening the Backup Scheduler 


Introduction 

View the schedule for a description of a scheduled backup from the Backup 
Scheduler. This window also lets you access the Event Properties window in 
which you schedule predefined backups. 

Administrative privileges required 

Log on as an administrator. 


Getting there CallPilot System > System Administration > Server Backup > Backup 
Scheduler 


To open the Backup Scheduler 

1 From Server Backup, double-click Backup Scheduler. 
Result: The Backup History dialog box appears. 



HBMRMM 


HHHHH 








Name olBackic 

1 Completion Status 

| Date tx Time 

| Total Elapsed Tme (HH MM Si 


SystemBackup 

Successful 

Monday. Apii 10. 2000 05 50 51 PM 

00:10:02 



FulBackup F 

Successful 

Tuesday. April 04.2000, 07:29 57 PM 

0001:10 



FulBackup E 

Successful 

Tuesday. April 04.2000. 07:20 23 PM 

0001:13 



SystemBackup 

Successful 

T uesday. April 04. 2000. 07 15.35 PM 

00.09:49 



jlI _ 


_1 


2J 



If 0T | 




2 Use the left and right scroll bars to display additional columns showing 
■ total size of the backup in kilobytes 
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■ the name of the destination device 

■ the Primary (CallPilot) error code 

■ the Extended (Windows) error code 

(See the CallPilot Maintenance and Diagnostic Guide for a complete list of 
CallPilot and Windows error codes.) 

The table below gives brief descriptions of the more common error codes. 


Secondary 

Primary error error Explanation 


41807 

1112 

There is no tape in the tape drive. 

41808 

19 

The tape in the drive is write-protected. 

41825 or 
41829 

0 

The tape is blank or in a foreign format - use 
AutoFormat. 

41827 

1 

The incorrect tape driver is installed, or the 
tape medium is not compatible with the tape 
drive. 

41827 

23 

Received a CRC error reading or writing - 
clean the drive or use a fresh tape. 

41828 

1100 

The backup did not fit onto the tape - use a 
fresh tape or specify overwrite. 


3 Click OK to close the Backup History dialog box. 
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Scheduling server backups 


Introduction 

When you schedule a backup, it appears in the Backup Scheduler. To schedule 
a backup, open the Backup Scheduler to gain access to the Event Properties 
window. 


ATTENTION 


Backups compete with services for system resources. 
Schedule backups to run during off-peak periods and 
outside MMFS audit hours (3:00 a.m. to 4:00 a.m., server 
time). 


Before you begin 

Ensure that the destination device to which the backup is performed is listed in 
the Backup Devices window. See "Adding backup devices to the Backup 
Devices window" on page 154 . 

Types of backups 

The following server backup types are available: 


Backup type 

Description 

SystemBackup 

performs a backup of the system drives 

C and D 

FullBackup_E 

performs a backup of the secondary 
drive E 

FullBackup_F 

performs a backup of the secondary 
drive F 
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Autoformatting tapes 

All backup tapes must be specially fonnatted for CallPilot server backup data. 
When you schedule a backup, select Autoformat to format the tape immediately 
before the scheduled backup runs. This process destroys existing data on the 
tape the first time you autoformat for CallPilot. 

The system can detect when a tape is already formatted for CallPilot, and it does 
not autoformat again. 

Overwriting existing data 

When you schedule a backup, select Overwrite to replace the contents of the 
tape with the new backup. If you do not select Overwrite, the new backup 
appends to existing backup data on the tape. 

Note: If you schedule your system backup and your secondary disk backups at 
different times, but intend to use the same tape, do not select Overwrite on the 
second backup, or you overwrite the data from your first backup. 

Getting there CallPilot System > System Administration > Server Backup > Backup 
Scheduler 
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To schedule a backup 

1 From the Backup Scheduler, click File > New Schedule. 
Result: The Event Properties window appears. 



2 Select the destination device in the Device Name box. 

3 Select the type of backup in the Backup Definition box. 

4 Select Autoformat to format the tape for CallPilot automatically before the 
scheduled backup runs. 

Note: You cannot perform a successful backup on an unformatted tape. 

5 Select Overwrite if you want the backup to overwrite existing data on the 
device. 

Note: If you are scheduling backups to run one after the other, and you 
intend to use the same tape, select Overwrite only on the first backup. If you 
select Overwrite on the subsequent backup, you overwrite the data from the 
first one. 
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6 Click the Schedule tab. 

Result: The Schedule tab appears. 



7 Select the day or dates on which the backup is going to run. 

Tip: Click the drop-down arrow to access daily, weekly, monthly, yearly, or 
specific dates schedule selections. 

8 Select the time for the backup to run. 

9 Select the maximum wait time. 
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Modifying and deleting scheduled backups 

Introduction 

Modify details of a scheduled backup using the Event Properties window. You 
can also delete backups from this window. 

Getting there CallPilot System > System Administration > Server Backup > Backup 
Scheduler 

To modify a scheduled backup 

1 Double-click the backup to be modified in the Backup Scheduler. 

Result: The Event Properties window appears. 

2 Modify details in the General tab. 

3 Click Schedule. 

4 Modify details in the Schedule tab. 

5 Click Other. 

6 Modify details in the Others tab. 

7 Click Save. 

Result: The system modifies the backup and the changes appear in 
Backup Scheduler. 

To delete a scheduled backup 

1 From Backup Scheduler, select the scheduled backup you want to delete. 

2 From the File menu, select Delete. 
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Monitoring or canceling backups 


Introduction 

Monitor the status of a running backup using the Backup Status window. This 
window appears on-screen when a scheduled backup runs. 


Current status 

View the current status to see if any files were skipped or copied in error during 
the backup. 

If any files did not copy successfully, a minor alarm is generated. Obtain the 
Event ID from the alarm in the Alarms Monitor for information. 

If an error occurred during the backup, you might not be able to restore data 
from that backup medium. Repeat the backup until it has no errors. 


Getting there CallPilot Administration Client > System Administration > Server 
Backup > Backup Manager 
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To cancel a running backup 

Click Cancel on the Backup Status window to stop a running backup. 

Any data that is successfully written to the backup device before the backup is 
canceled is unusable. 

■ The unusable data from the previous backup remains on the tape, and the 
data for the new backup is recorded following the unusable data. 

> If a subsequent backup is appended to this tape, it is written to the tape 
following the unusable data. 
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Section D: Setting up remote disk 

backups 


In this section 

About remote disk backups IZfi 

Planning the configuration 1ZZ 

Creating a writable share on the remote file server 179 

Reconfiguring the backup and restore on the CallPilot server 199 

Verifying the network configuration 204 

Creating a disk device on the CallPilot server 206 
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About remote disk backups 


Introduction 

You can configure the network to allow backups to be performed to a remote 
disk, such as a Windows 95/98 workstation or Windows NT server, rather than a 
tape drive. 

To set up remote disk backup to other server types, contact the appropriate 
network administrator for assistance. 


Steps required 

Complete the following steps to set up and perform remote disk backups to a 
suitable workstation or server: 

1. Plan the configuration (on page 177). 

2. Create a writable share on the remote file server (on page 179 ). 

3. Reconfigure the Backup/Restore service on the CallPilot Server (on page 
199) . 

4. Verify the Network Configuration (on page 204 ). 

5. Create a Disk Device on the CallPilot Server (on page 206 ). 

6. Schedule a backup or archive to the Remote Disk Device (on page 159) . 
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Planning the configuration 


Introduction 

Before you can configure the network to allow backups to be performed to a 
remote disk, plan the configuration. 

As part of the initial planning you must 

■ identify an appropriate workstation or file server to store your CallPilot 
backup 

■ ensure there is sufficient disk space on the target server to hold the planned 
backups 

■ determine the mode of security access and user verification that is required 
for the Backup and Restore service to access the remote disk backup 
directory 

Supported workstation or file server 

The target workstation or file server for the remote disk backup must support 
long file names. Windows NT, Windows 95/98, and other servers that support 
file storage from a Windows PC are all acceptable. 

Required disk space 

The target workstation or file server must have sufficient disk space available for 
the types of backups that are to be placed on the remote backup server. 

To back up the entire system requires approximately 250 Mbytes, plus 10 
Mbytes for each hour of storage on the system. For example, a 30-hour system 
requires 550 Mbytes of disk space to accommodate a backup of the entire 
system, while a 1000-hour system requires 10.25 Gbytes. 

CallPilot selective archives can vary widely, depending on the number of items 
selected for the archive, but usually require much less disk space than a full set 
of system backups. 


Monitoring and Security for the Administrator 


177 



Performing server backups 


Standard 1.0 


Security and user verification 

You must configure the target workstation or server so that the Backup/Restore 
service is granted access to the remote disk backup directory. The access control 
method you choose is determined by the configuration of the remote disk 
backup server and by the security requirements of your location. 

There are two types of control methods, as follows: 

■ Share-level access control Allows access for all users. The backup 

directory is not password-protected. 

■ User-level access control Access is restricted to specific users. You must 

configure the backup/restore service as a user in 
the domain of the remote disk backup server. 

If your remote disk backup directory is on a Window's 95/98 workstation, you 
can choose either share-level or user-level access control. On Windows NT 
remote disk backup servers, you must use user-level access control. 

If your remote backup directory is on a FAT partition, you control access to the 
network share, since you cannot assign access permissions to the directory itself. 

If your remote backup directory is on an NTFS partition, there is no need to 
control access to the network share. You can apply the permissions directly to 
the backup directory. This is preferable since it controls both local and remote 
access. 
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Creating a writable share on the remote file 
server 


Introduction 

Create a shared directory on the server that stores the Call Pilot backup data. Do 
not use this directory for any other purpose. Regularly back up data to removable 
media using the site backup procedures in use at your location. 

Based on the selected target network drive, set up the writable share as outlined 
in the appropriate procedure: 

■ For Windows 95/98, see “To create a writable share on the Windows 95/98 
remote file server” on page 180 . 

■ For Windows NT, see “To create a writable share on a Windows NT remote 
file server 1 on page 188 . 

Note: For Windows 95/98 workstations, ensure that the share you create is 
writable and not password-protected. 
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To create a writable share on the Windows 95/98 remote file server 

1 Select Start > Settings > Control Panel. 

2 Double-click Network to display the Network window. 

3 On the Configuration tab, click File and Print Sharing... near the bottom of 
the window. 



Configmation | Identification | Access Cor,tret | 


The loBowing oetwofk components are installed: 


Ckent lot Microsoft Networks 
Sji 3Com Fast EtheiLink XL 10/100Mb Ethernet Adapter 
T NetBEUI 
T" TCP/IP 

File and printer sharing for Microsoft Networks 


Pfimary Network Logon 


Client for Microsoft Networks 


£rfe and Print Sharng 


Cancel 


4 In the File and Print Sharing window, check the box labeled I want to be 
able to give others access to my files. This configures the computer to 
permit file sharing. 



5 Click OK to exit the File and Print Sharing dialog box. 
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6 


Select the Identification tab and note the Computer name assigned to this 
computer. You need this information when you set up the CallPilot server. 


m3 


Cork guilt inn Identification J Access Conttol | 


OI Windows uses die lolowmg information to identity yout 
—rrj computet on the network Please type a name lor this 
computer, the workgroup it will appeal in, and a short 
description of the computer 


Computet name 
Workgroup: |WINNT 


Computet 

Description 


[DELL OptiPlex GXPro 


OK 

Caned 



■■■■■■■■Ml 


7 Determine the level of access to be assigned to the writable share, and 
proceed with the appropriate step, as outlined below: 

■ For Share-level access control, continue with step 8. 

■ For User-level access control, continue with step 15. 
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For Share-level access control: 

8 Select Share-level access control on the Access Control tab. 

Note: Although Share-level access control is easier to set up, it is less 
secure than User-level access control. 



9 Click OK to exit the Network window. 
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10 If you have made changes, you are prompted to restart the computer. If you 
enabled file sharing, the system might require you to insert your Windows 
95/98 CD so that some files can be copied to your system. 


System Settings Change 



You must restart you computer belore the new settings wl take effect 
Do you want to restart you computer now? 


Ves \ 


11 Click Yes to restart the computer and put the new setting into effect. 

12 Create a shared directory for the remote disk backups, as follows: 


a. Open Windows Explorer and navigate to the drive you have chosen for 
remote disk backups. Highlight the drive name. 

b. Select File > New > Folder to create a new folder on that drive (for 
example, D:\CallPilot Backups). 

c. Right-click the new folder and select the Sharing tab on the Properties 
dialog box. 


CaHPrlot Properties 


General Sharing 


Ngl Shared 
(• JhaiedAs: 

Share |CALLPIL0t" 


Comment 
Access Type 
C gead-Onty 
Eui 

depends on Password 
Passwords 

rifadtlr' rPesaecrtf J 

Fr| Access Password ["" 

^eb Sharing I 


ICalPrlot Remote Bockupl 


OK | Cancel 


Apply 

1 
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d. Click Shared As. and type in a Share Name and optional comment. The 
share name must be 1 to 12 characters in length, using letters, digits, 
and underscore only. If you want to make this share invisible to 
workstation browsers, use a dollar sign as the last character. 

e. Click Full from the Access Type group to assign full access permission 
to the remote backup directory. Do not type in a password. 

13 Click OK to set the access permissions and create the share. 

14 Refer to “What’s next?" after step 23 to continue with the setup of the 
remote backup server. 

For User-level access control: 

15 Select User-level access control on the Access Control tab. Make a note 
of the Windows NT domain from which you can obtain a list of users 
and groups. 



16 Click OK to exit the Network window. 
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17 


If you have made changes, you are prompted to restart the computer. If you 
enabled file sharing, the system might require you to insert your Windows 
95/98 CD so that some files can be copied to your system. 


System Settings Change 




You must lest art your computer before the new settings wilt take ettect 
Do you want to restart your computer now? 

Jl 


JSL 


Ho 


18 Click Yes to restart the computer and put the new setting into effect. 

19 Have the network administrator create a user ID (for example, CP_Backup) 
on the domain where your workstation is obtaining its list of users and 
groups. Use this user ID for remote disk backups only. Ensure this user ID 
is set up with the right to “access this computer from the network.” No other 
rights are required. 

20 Create a shared directory for the remote disk backups, as follows: 

a. Open Windows Explorer and navigate to the drive you have chosen for 
remote disk backups. Highlight the drive name. 

b. Select File > New > Folder to create a new folder on that drive (for 
example, D:\CallPilot Backups). 

c. Right-click the new folder and select the Sharing tab on the Properties 
dialog box. 
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d. On the Properties dialog box, select Shared As, and type in a Share 
Name and optional comment. The share name must be 1 to 12 
characters in length, using letters, digits, and underscore only. If you 
want to make this share invisible to workstation browsers, use a dollar 
sign as the last character. 


CallPilot Backup Properties 


tna 


General Sharing | 

Ngf Shared 
Shared As: 

Share Name: |CALLPILOT BA 
Comment |CallPilot Remote Backupsj 

N ame Access R ights 


Add 



OK 

Cancel 

Apply 


21 Assign user-level access permissions to the remote backup directory, as 
follows: 

a. Click Add... on the Properties window to display the Add Users dialog 
box. 

b. Select the user ID that you created in step 19 from the list on the left 
side. 
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c. Click Full Access to move this user into the middle list on the right side. 


Mame: 


Qbtairt list from; 


4004 

V 

ft T he world 

(J 1417 ^ 

a 1352 

Read Only -> 1 




a 4bi 7 

O 4b18 

3 9730 

a wo 

3*31 

a *32 
asp^ 

a 9ioo -j 

FuB Access •> J 


Custom •> 


a <oc4 


n 

j 

i] 

j 

"□ 

j 


0K 


Caned 


22 Click OK on the Add Users dialog box to set the access permissions. 

23 Click OK on the Properties dialog box to create the share. 


What’s next? 


See “Reconfiguring t he backup and restore on the C allPi lot server 1 ' on patie 199 . 
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To create a writable share on a Windows NT remote file server 

1 On your remote file server, create a local user to be used for remote disk 
backups only. This user ID (for example, CP_Backup) must have the right to 
“access this computer from the network." No other rights are required. 

2 Create a shared directory for the remote disk backups, as follows: 

a. Open Windows Explorer and navigate to the drive you have chosen for 
remote disk backups. Highlight the drive name. 

b. Select File > New > Folder to create a new folder on the selected drive 
(for example, D:\CallPilot Backups). 

c. Right-click the new folder and open the Properties window. Select the 
Sharing tab. 
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d. On the Sharing tab, click Shared As, type a name in the Share Name 
box, and enter a comment in the optional Comment box. The share 
name must be 1 to 12 characters in length, using letters, digits, and 
underscore only. If you want to make this share invisible to workstation 
browsers, use a dollar sign as the last character. 
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3 Determine whether the remote directory is on a FAT partition or NTFS 
partition, and proceed with the appropriate step, as outlined below: 

■ For FAT partitions, continue with step 4. 

■ For NTFS partitions, continue with step 5. 

4 For FAT partitions, assign access permissions to the remote backup 
directory share, as follows: 

a. On the Sharing tab, click Permissions to assign access permissions to 
this share. 
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b. On the Access Through Share Permissions dialog box, select 
Everyone and click Remove. 


Accesi T hiough Shaie Peimitsiont 


Access Through Share: 
Qwner. 

Name: 


CallPitot Backup 



Type of Access: ] Full Control 3 

OK Cancel | Add | Remove | Help | 


c. Click Add to display the Add Users and Groups dialog box to add 
specific permissions. 
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d. On the Add Users and Groups dialog box, click Show Users, and select 
the user ID you created in step 1 from the Names list. 



e. Click Add to move this user into the Add Names text box. 

f. Select Full Control from the Type of Access combo box at the bottom of 
the window, and click OK. 
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g. On the Access Through Share Permissions dialog box, verify that the 
new user ID appears with Full Control, and then click OK. 


Aooess Through Share Per ml salons 


Access Through Shore 
Qwrier: 

Name 


> NTORI258\cp_backup 


CP BACKUP 


Full Control 


m 


Iype of Access Full Control 


“3 


OK 

Cancel 

Add . Bemove 

Help 


h. Click OK on the Properties dialog box to create the share. If the name 
is longer than eight characters, you might get a warning about 
accessibility from MS-DOS workstations. You can ignore this warning. 
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5 Assign access permissions to the remote backup directory NTFS partition, 
as follows: 

a. On the CallPilot Backups Properties window, select the Sharing tab 
and click Permissions. 
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b. On the Access Through Share Permissions dialog box, ensure the 
permissions are set to the default Everyone - Full Control. 
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c. On the CallPiiot Backups Properties window, select the Security tab. 


CallPiiot Backups Properties 


Genera] | Internet ] Sharing Security | 

Permissions 

View or set permission information on the 
selected item(s). 


ehei 


Permissions | 


Auditing 


View or set auditing information on the 
selected item(s). 


Auditing 


Ownership 


View or take ownership ot the selected 
item(s) 


Ownership 


OK 


Cancel 


Apply 


d. Click Permissions to display the Directory Permissions dialog box. On 
the Directory Permissions dialog box, the default permissions are 
inherited from the parent directory. 
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e. Select each item in the Name list box, and click Remove until the list 
box is empty. 


Directory DACdPlol Backups 
Qwner: Admnistiatots 
f - Replace Permissions on Subdirectoties 
W Replace Permissions on Existrg F4es 
bame _ 
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Click Add to display the Add Users and Groups dialog box to add 
specific permissions. 


Add Users and Groups 


pst Names From: | J^WINNT 
Names. 


Docunentatnxi User 


aimouc I Chris Aimoui] 


ICCM 


assij (Jag* Asti] 


atamai (Aiexendet Tamarchak) ICCM membei 


DISABLED 


atheralAdelAthei) 


MPK ClearCase AdmmUsei (see Sid Pol 


adee (Anthony Lea] 


atna |Fo OaCase abd service) Maintenance Accouit 


Documentation 


attars {Susan Altars] 


DISABLED 


auep (PM® Aue) 




Add Names: 
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g. On the Add Users and Groups dialog box, click Show Users, and select 
the user ID you created in step 1 from the Names list. 

h. Click Add to move this user into the Add Names text box. 

i. Select Full Control from the combo box at the bottom of the dialog box, 
and click OK. 

j. On the Directory Permissions dialog box, verify that the user ID 
appears with Full Control beside it, and then click OK. 

k. Click OK on the CallPilot Backups Properties window to create the 
share. If the name is longer than eight characters, you might get a 
warning about accessibility from MS-DOS workstations. You can ignore 
this warning. 

What’s next? 

See “Reconfiguring the backup and restore on the CallPilot server’' on page 199 . 
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Reconfiguring the backup and restore on the 
CallPilot server 


Introduction 

Once you have set up the shared directory on the remote backup server and 
assigned the appropriate network access permissions, configure the CallPilot 
server to access that shared directory. 

This procedure is not required for backups that are being 
performed on a Windows 95/98 workstation using share-level 
access control. For those configurations, continue with the 
next procedure, “To verify the network configuration” on 
page 204 . 

To reconfigure the backup and restore on the CallPilot server 

1 Log on to the CallPilot server using a user ID with administrative access. 

2 From the Start menu, select Programs > Administrative Tools (Common) > 
User Manager for Domains. 
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3 In User Manager, select the Administrator user ID from the list. 


1 i User Manager WNT0RI670 


User y»w Pofcies Qption! 

Help 


Username 

Full Name 

Description 

I ft Administrator 


Built-in account ior admimsterma the comol 

E Guest 

— 


Built-in account for guest access to the conj 

Groups 

Description 


Sj® Administrators 

Hi Backup Operators 
ig Guests 
\& Power Users 
\& Replicator 
tbs? Users 

Members can fully administer the computer/domain 

Members can bypass file security to back up files 

Users granted guest access to the computer/domain 

Members can share directones and printers 

Supports file replication in a domain 

Ordinary users 


4 


Select User > Copy from the menu bar. The Copy of Administrator dialog 
box appears. 


Copy ol Administrator 


E 


laUPilo* Remote Backup 


Username |CalPitot_Backup 

Fiilttame 
Uescription 

Passwoid 

Uonlirm 
Password 

P User Must Change Password a( Next Logon 
P User Carnot Change Password 
W Password Never Expires 
r Account Disabled 


Add 


Cancel 


Help 


© 

Q 

6 

U'oupt 

faflb 

Diain 
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5 On the Copy of Administrator dialog box, in the Username field, enter the 
user name you created on the remote network domain for performing 
remote backups. Enter the Full Name and Description, using any 
characters that you want. 

6 Enter the password for the user that you created for the remote network 
domain into the Password and Confirm Password fields. Verify that the 
settings for the following fields in the middle of the dialog box are correct. 

■ User Must Change Password at Next Logon - Unchecked 

■ User Cannot Change Password - Unchecked 

■ Password Never Expires - Checked 

■ Account Disabled - Unchecked 

7 On the Copy of Administrator dialog box, click Groups, and verify that the 
new user is a member of the Administrators group. 
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8 On the Copy of Administrator dialog box, click Dialin, and verify that the new 
user does not have dial-in access. 



9 Click OK to return to the Copy of Administrator window. 

10 Click Add to add the new user. The name now appears in the main list. 

11 Exit the User Manager. 

12 From the Start Menu, select Settings > Control Panel, and launch the 
Services applet. 



13 Select the Backup/Restore service and click Start.up 
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14 In the Log On As frame, select This Account. 


Service □ 


Seivce MAS Backup/fl estate 
Startup T ype 
(* jAut o mattq 
Manual 
C disabled 

Log On As: 

P System Account 

P Alow Service to Interact with Desktop 



15 Type in the user ID and password for the user you just created, and then 
click OK. 

16 Stop, and then Start the Backup/Restore service on the Services window 
so that the new user ID and password settings take effect. 

17 Close the Services applet and the Control Panel. 

What’s next? 

Verify the network configuration. 
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Verifying the network configuration 


Introduction 

Verify the network access from the CallPilot server to the remote backup server 
to ensure that the remote access has been established correctly. 


To verify the network configuration 

1 Log on to the CallPilot server, using the user ID that you created in the 
previous procedure, Reconfiguring the backup and restore on the CallPilot 
server" on page 199 . 

Note: If you are performing backups to a Windows 95/98 workstation using 
share-level access control, log on as Administrator or any other server 
account known to you. 

2 Open Windows Explorer and select Tools > Map Network Drive to display 
the Map Network Drive combo box. 


Map Netwoik Drive 


Clive: I lJ F 

Path j\\SERVER\CP_8ACKUFj 

ComectAs: |~ 

P Reconnect el Logon 

S hated Ditectoiles: 


WORKGROUP 


’S046PTORY 

©39C200I 

*Mb83S8W85J805 

CANADA 

©CORNER 

’Meiti 

'Henode 

©GINGER 

'Sgnode 

Qhomo.analog 


3 Select an unused drive letter in the Drive combo box. 


Il 


OK 


E 

] 


Cancel 


Help 


P inland by Default 
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4 In the path combo box, type in the path to the remote backup directory. Use 
\\SERVER\CP_BACKUR where SERVER is the computer name of the 
remote backup server, and CP_ BACKUP is the share name of the directory 
you created. 

5 Leave the Connect As text box blank, uncheck the Reconnect at Logon 
check box, and then click OK. 

Note: If you get an error message, verify that the computer name matches 
the remote file server's computer name exactly. Also, verify that the share 
name matches the remote file server's share name (not the directory name) 
exactly. 

6 Try to copy a file into the root directory of the newly mapped drive. 

7 Verify that the file has been created correctly, and that you can 
subsequently delete the file. If this cannot be done, verify the following 
information: 

■ The user ID and password on the CallPilot server exactly match the user 
ID and password on the remote backup server’s domain. 

■ Full access permissions for the user ID have been assigned to the 
remote share or directory. 

8 Select Tools > Disconnect Network Drive to delete the drive mapping you 
created. 

9 Log off the CallPilot Server. 

What’s next? 

Create a disk device on the CallPilot server. 
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Creating a disk device on the CallPilot server 


Introduction 

Create a backup device that can be used to direct backups to the remote disk 
directory. 


Getting there CallPilot System > System Administration > Server Backup > Backup 
Devices 

To create a disk device on the CallPilot Server 

1 From the Backup Devices window, select File > New from the menu bar to 
create a new backup device. 

Result: The New Backup Device Properties window appears. 

2 In the Name field, enter a descriptive name. 

3 In the Path field, enter the network path to the remote backup directory. For 
example, \\SERVER\CP_BACKUP, where SERVER is the computer name 
of the remote backup server and CP_BACKUP is the share name (not the 
directory name) of the shared directory that you created. 

The name of the new backup device that was created in this step will 
appear in the dialog boxes that specify the name of the target device to 
which the backup or archive is directed. 

Note: Do not use mapped drive letters to specify the path to the remote 
backup directory. These drive mappings are in effect only if a real user is 
logged on to the CallPilot server. If no user is logged on to the server, the 
drive mappings do not exist. 

4 Click Save. 

The CallPilot Administration Client can now be used to schedule backups or 
selective archives to the remote disk directory. See Section C: “Scheduling 
server backups.” on page 159 for information on scheduling system backups or 
archives. 
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